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Abstract 

 
e-Governance is a medium to offer various services to citizens through a web portal, that exists 
in many countries nowadays. The existing e-Governance technology is a vast, centrally 
managed database and a set of applications that connect to it via web interfaces. Despite the 
modernisation of services, it remains with the lack of transparency. Thus, the existing 
infrastructure of e-Governance paves the way for corrupt practises by the bureaucrats. 
e-Governance needs a powerful underlying technology which doesn't provide any way to 
allow tampering of the record and which in turn eliminates corruption. In this paper, we took 
land registration as a use-case for building e-Governance by keeping Blockchain as an 
underlying technology, to put off the corrupt practices and to bring transparency. Once 
transactions in land registration added to the Blockchain, it is immutable as it is 
cryptographically secured. Besides, the blockchain technology is secured as the ledger is 
distributed over the network. If a hacker wants to modify the ledger, he needs to hack every 
node in the blockchain network. Hyperledger Fabric, a permissioned Blockchain adopted for 
implementation and Hyperledger Caliper for performance analysis with these evaluation 
metrics such as throughput, latency and execution time. 
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1. Introduction 

E-Governance modifies the functioning of the government using Information and 
Communications Technology (ICT). It transforms the effectiveness, efficiency, accountability, 
and transparency of information exchanged and transaction between governments and 
Government Agencies, citizens and businesses [1]. For example, instead of going to the 
railway tickets reservation centre to book tickets, citizens can book online; thus, saving time. 

According to the World Bank in 2015, “e-Government refers to the use of information 
technologies (such as wide area networks, the internet, and mobile computing) by the 
government that can transform relations with citizens, businesses, and other arms of 
government" [2]. But, according to UNDP 2016, “e-Governance involves a public investment 
in information and communication technologies (ICTs) to strengthen governance processes. 
Access to and use of ICTs can provide new and innovative communication channels that 
empower people and give voice to those who previously had none while allowing them to 
interact via the internet". As a result, e-Governance is a larger term than e-Government since 
the former employs the Governance of organisations, while the latter deals strictly about the 
government. 

e-Governance also aims to equip people by giving them access to information that makes 
the entire administrative process friendly and is essential for a developing country like India. 
A practical example of successful implementation of e-Governance is an e-Sevai project 
developed by the state of Tamilnadu, India offering 21 services in revenue department 
currently. 

The very primary objective of e-Governance is to provide every piece of government 
information to the citizens [3]. The other goals include developing an empowered society, 
building better interaction between government and citizen, encouraging citizen engagement 
in the governing process, bringing transparency and thereby making the government 
accountable to the citizens. It will reduce the response time of the government to people's 
queries and problems which adds an advantage of reducing the cost of Governance. 

e-Governance was introduced to deliver essential services to citizens, yet it has not achieved 
its full potential. Some of the barriers in India include 

• Overall internet users in India are 560 million only (as of January 2019). 
• Most of the departments are still preferring analogue or paperwork; thus, the slow rate 

of modernisation has limited the use of e-Governance. 
• Susceptible to cyber-attacks. 
• Lack of interconnectivity among government departments. 
• Lack of proper information about e-Governance to people. 
Indian Government has taken many initiatives to improve the usage of e-Governance like 

Digital India scheme [4], BharatNet scheme for optical fibre connectivity in Gram Panchayats. 
These schemes improved e-Governance to some extent, suggestions to improve, listed below:  

• Training the officials those with the lack of computer/internet literacy. 
• Familiarize people about e-Governance. 
• Regulate the internet for safe usage. 
• Increase internet penetration with technology, increased speed and reduced traffic. 
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1.1 Problem Definition 
The existing infrastructure of e-Governance is a centrally managed database and provides a 
list of services that connect to it via web interfaces [5]. Despite the government's 
modernisation of services to citizens, e-governance remains with the corruption by the 
bureaucrats due to lack of transparency. The openness of e-Governance is questionable as the 
governments themselves manage it. So, the data can be appended or discarded from the public 
eye by the officials. There is a need to increase the transparency level of the government to 
trust it by the citizens. Weak Governance led to corruption, while good Governance provides 
transparency. So, the e-Governance needs a powerful underlying technology which doesn't 
offer any way to allow tampering of the record and which in turn eliminates corruption. 

1.2 Our Solution 
Blockchain technology (BT) is one such technology that can solve the problem of lack of 
transparency in the e-Government [6][7]. Moreover, one cannot merely append or discard the 
data without the knowledge of concerned authority or from the public. Though it is possible to 
change the data, it will be stored in the distributed ledger so that no one would escape from the 
consequences of it. 

One of the most emerging technology is Blockchain that can alleviate any loophole in 
e-Governance to tamper the record by the officials and citizens. Blockchain technology can 
record every activity of services provided by e-Governance through the distributed ledger, and 
it can reduce the risk associated with a lack of transparency, data tampering while improving 
trust and visibility. Once the block containing the data inserted into the Blockchain, 
modification is not possible. Data immutability is the primary feature of Blockchain 
technology. It adds benefit to the existing e-Governance system. For anyone who wants to 
change past transactions for which he has to compromise all the others in the network to reach 
consensus, it will be an extremely challenging task.  Thus, Blockchain becomes a perfect 
technology to record transactions due to its economic benefit and high security.  

The rest of the paper organised as Section 2 discuss the works related to the use of BT for 
e-Governance. Section 3 explores how e-Governance improved when adopting Blockchain 
Technology. This section details the process using a use-case – land registration. Section 4 
presents the outcomes with evaluation metrics. Section 5 discusses the strengths of the 
proposed work and compares it to a similar system, and the paper concludes in Section 6. 

2. Literature Survey 
The United Nations releases the E-government survey or e-governance development index 
(EGDI) [8] biennial based on three dimensions: online service index (OSI), 
telecommunication infrastructure index (TII), and human capital index (HCI). The last survey 
launched on July 19, 2018, with the theme "Gearing E-Government to Support Transformation 
towards sustainable and resilient societies". Out of 193 countries, India takes 96th position in 
2018 as it jumped 11 places from 107th position in 2016. The jump shows how digital 
technologies and innovations are impacting the public sector and changing people's everyday 
lives [9]. 

The survey also talks about India's Aadhar program that serves as the basis for the citizen to 
interact with the Government at various levels. It also indicates an anti-corruption initiative "I 
Paid a Bribe" taken by Janaagraha, an India based non-governmental organisation, focusses on 
Retail industry. Janaagraha empowers citizen, governments and advocacy organisations to 
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tackle local corruption both within India and increasingly throughout the world. Though India 
earns a place among 100 countries in UN e-Government index, it has the following key 
challenges to improve its position. 

• ICT infrastructure in rural areas should be improved. 
• Low Income-per-capita causes higher marginal cost by the dollar spent. 
• Need to provide many more online access points to all citizen. 
• For e-Government development, the necessary resources should be identified and made 

readily available. 
e-Governance in India emerged from computerisation to service orientation, citizen focus 

and transparency of government departments. The National e-Governance Plan (NeGP) 
intends to bring public services closer to citizens. Its vision states, “To make all government 
services accessible to the common man in his locality, through common service delivery 
outlets, and to ensure the efficiency, transparency and reliability of such services at an 
affordable cost to meet the basic needs of the common man." [10]. The Networked Readiness 
Index(NRI) measures countries' progress in creating basic requirements for a shift towards a 
digitised economy and society. World Economic Forum (WEF) releases this index and India 
takes 91st position out of 139 countries in 2016 with score 3.8 out of 7. This low score 
indicates that India needs growth towards digitalisation. 

In paper [11] it discusses some significant obstacles in implementing e-Governance in India. 
They categorised the challenges as Environmental, Social, Economic and Technical 
Challenges. It questions about the trust in technologies used by the government for 
e-Governance. The underlying technology of e-Governance should make a balance between 
preventing fraudulent transactions and extensive checking of the stakeholders involved, such 
as citizen, government officials. The introduction of e-Governance applications has made right 
separation from long queues, delaying tendency of officials, procedural complexities, direct 
and indirect demands for a bribe [12]. The Government is responsible for managing and 
holding official records of citizens. Blockchain enables the Government to change the way it 
records the transaction at the local or state level [13]. Blockchain offers accountability, safety, 
and automation in handling public records. It could potentially prevent corruption and make 
government services more productive. Example of some services in e-Governance includes 
identification, taxes, voting, etc. [14][15]. 

The China government has undertaken a project named "The Comprehensive Experimental 
Area of Big Data in Guangdong Province" to make use of Blockchain technology in its 
e-Government to achieve improvements in quality, quantity, transparency, and accessibility of 
government services. The paper also discusses the challenges in applying the Blockchain 
technology in Chinese e-Government and suggests some solutions. It includes establishing 
standards, deploying robust management systems and ensuring security [16]. 

Estonia became the first country to open its digital borders to allow anyone, anywhere in the 
world to become e-resident in December 2014. The primary objective of issuing e-ID to 
e-Resident is to enable commercial activities with public and private sectors without a 
physical presence in Estonia. For example, if e-Resident wishes to open a bank account in 
Estonia, he can do it without the need to travel to Estonia. Estonian government partnering 
with Bitnation offers this digital identity service to e-Residents, based on robust technology 
Blockchain. The distributed public ledger utilised to create and manage the digital identity of 
e-Residents. It could potentially improve the way digital identity is controlled and 
authenticated. Moreover, the information stored in the ledger are secured cryptographically 
and are decentralised [17]. 
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The use of Blockchain technology in the smart city enables devices to have secure data 
communication in a distributed environment. It provides some unique features such as 
reliability, fault tolerance, and scalability [18][19]. Tourism in the Republic of Moldova 
makes use of Blockchain and Bitcoin as a means to lift the country out of poverty. The travel 
companies could adopt Blockchain technology to improve accounting process, that involves 
complex ledgers to track and settle payments in multiple countries and currencies [20]. 

The paper [21] discusses some relationships exist between blockchain ad bureaucracy. The 
first association between them is executing some predefined rules as rules are the law for them. 
They serve as information processing and trusted systems for society. With all these 
similarities, it is possible to replace bureaucracy with blockchain technology.  

Many governments in the world carried out various projects driven by Blockchain 
technology. Table 1 summarises the blockchain projects managed by multiple governments 
around the globe. Notably, the countries like Ghana, Georgia and Honduras proposed the idea 
of blockchain-based land registry. In Ghana, a US-based organisation Bitland is working on its 
implementation and is still in progress. Bitfury, a blockchain technology company, is 
developing the land registry project for Georgia and is in progress. Though Honduras launched 
its land registry project in 2015, the significant difficulty faced in effective implementation of 
their project is its political instability. The real-time implementation of various schemes of 
adopting Blockchain in e-Governance is in question as there is no published evidence. Even 
some companies involved in blockchain development had proof of concept, they hold it 
confidential.  

 
Table 1. Examples of government-led blockchain projects 

Country Project Status 

Australia 

Australian senators began parliamentary friends of a 
blockchain group.[22] 

Published on August 8, 
2017 

Blockchain-based Australian Securities Exchange 
(ASX)[23] 

Started in 2015 and 
expected to complete it 
by 2021. 

China 

Social security funds [24] Published in 2016 Blockchain for Mortgage valuations [25] 

Blockchain oriented smart city[26] Published in November 
2019 

Dubai Blockchain-based smart Dubai [27] Published in 2016 

Estonia 

Electronic identification system [28] Inprogress 
e-Health records [29], e-Ambulance [30], 
e-Prescription [31] Inprogress 

e-Residency [17] Since 2015 

France Blockchain platform for unlisted securities trade [32] Published in December 
2017 

Ghana Blockchain-based land registry [33] Inprogress 
Georgia Blockchain-based land registry [34] Inprogress 
Honduras Blockchain-based land registry [35] Launched in 2015 

Kazakhstan Cryptocurrency based payment systems [36] Published on July 17, 
2017 

Russia Blockchain-based patient's medical history exchange 
[37] 

Published on August 
10, 2017 

Singapore Cross-border interbank payments [38] Started in 2016 
Sweden Smart contracts for land registry [39] Examined in early 2017 
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Switzerland Blockchain-based digital identity [40] Published in 2017 
United 
Kingdom 
(UK) 

Blockchain-based welfare payment system [41] 
Published in July 2016 
and Proof of concept is 
successful 

United 
States(US) Blockchain-based patient health record exchange [42] Published in 2018 

3. Blockchain Framework for Land Registration 
The Blockchain is an open, decentralised/distributed public ledger that stores transactions 
between nodes in the network without the need for an intermediatory. In other words, 
Blockchain is a series of blocks with header and body. It records every transaction or list of 
transactions within a particular time on the network as a block. The block header provides 
timestamp, previous block hash pointer, etc. and the block body has a list of transactions. 
Blockchain eliminates the need for any central authority and operates on a peer-to-peer 
network where every node maintains a copy of the Blockchain. The previous block hash 
pointer provides integrity to the transactions, making it difficult for anyone to mutate the 
blocks in the Blockchain, thereby data in the blocks cannot be modified or deleted. The key 
characteristics of Blockchain technology are immutability, transparency, availability, privacy 
and consistency. 

Fig. 1 shows the current land registration process, which is prevalent with corruption. Some 
other challenges in the current system include untrustworthy, inefficiencies, etc. As per the 
Transparency International report, 20% of land registration service has done after paying the 
bribe to some officials. Even, for simply verifying the ownership of land, some officials 
demand bribe from the citizen. Government officials can leverage their power to modify the 
land information without the risk of identification. With the use of Blockchain technology, it is 
possible to overcome these challenges in the current Land registration system. Blockchain 
technology could potentially improve the transparency of land records and transfer, as it 
maintains a permanent record of transactions. 

 
Fig. 1. The current process in Land Registration 
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Fig. 2 shows the proposed blockchain framework for the land registration process. The 
general structure of a block in Blockchain consists of header and body, in which the block 
header has block ID, previous block hash, current block hash, and Merkle tree. Merkle tree has 
a hash of data in every leaf node and a hash of its child in every non-leaf node.  

 

 
Fig. 2. Land Registration using Blockchain technology 

 
Fig. 3 depicts the structure of blocks in Blockchain for land registration. With all completed 

transactions at the end of the day, the block gets added to the chain. The sample blockchain for 
land registration consists of 4 blocks. The block with ID 100 has one transaction, i.e. only one 
transaction done on that day. Similarly, the blocks with ID 101, 102 and 103 has four, three 
and one transaction respectively. Fig. 4 shows an example of a Merkle tree consisting of 4 
blocks. 

 

 
Fig. 3. Structure of blocks in Blockchain for Land Registration 
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Fig. 4. Merkle Tree 

 
Once the land is ready for sale, the buyer and seller interact themselves and comes to an 

agreement to transfer of land and follows the below steps: 

1. The seller and buyer register for land transfer through the land registration site. 
2. Once the seller and buyer accept for land transfer, the smart contract in Blockchain gets 

invoked and begins to log important activity in the ledger. 
3. The draft version of the sale deed produced in pdf format. The pdf along with details such 

as seller aadhaar number, buyer aadhaar number, asset ID, timestamp, and TIN, GST(in 
case of buyer applies for bank loan) inserted as a transaction in the ledger[Transaction1]. 

4. The registrar goes through the draft sale deed online and verifies the details such as 
whether the land belongs to his/her official limit, Aadhaar details of both seller and buyer, 
land details, stamp duty and registration fee. 

5. The registrar notifies the buyer and seller regarding the acceptance with the final draft 
sale deed to proceed further. The details such as registrar aadhaar, verification status, and 
timestamp, inserted as a transaction in the ledger[Transaction2]. 

6. The authorised document writer should endorse the final draft sale deed. The buyer 
uploads the endorsement letter in the land registration site. The endorsement letter, 
document writer aadhaar number and timestamp inserted as a transaction in the 
ledger[Transaction3]. 

7. The buyer initiates the e-Stamp payment and registration fee for land transfer. Also, the 
buyer made a final payment to the seller. The ledger stores e-Stamp payment ID, 
registration ID and final payment transaction ID along with timestamp as a 
transaction[Transaction4]. 

8. The land registration system generates the final sale deed. It is timestamped and stored as 
a transaction in ledger[Transaction5]. 

9. The final sale deed sent to two registrars(randomly chosen) for approval. The registrars 
aadhaar number, timestamp stored as a transaction in ledger[Transaction6]. 

10. Each registrar verifies the final sale deed and details such as a seller, buyer, land, 
e-Stamp payment, registration fee, etc. If the registrar approves the land transfer, the 
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ledger stores all details as transaction separately for each registrar[transaction-7.1 for 
registrar A and transaction-7.2 for registrar B]. 

11. The approved copy of sale deed sent to the buyer/bank (in case of a loan) and transaction 
stored in the ledger[Transaction8]. 

 

State machine (SM) representation is a model that groups the process in a system. To check 
whether the system performs well, do evaluation. State Machines rely on mathematical 
equations, to express the logic of a system. In our work, we used this kind of representation for 
proving our system performs well and proves the system implemented is secure (refer to Table 
3, and the terms used explained in Table 2). In our system, we have eight different states, and 
each state depends on each other's if one state fails then the entire system collapses. Our 
business logic written as smart contract and implemented in Hyperledger Fabric tool follows 
the representation and hence the system is secured. 

 

Table 2. Key Terms 
Term Explanation Term Explanation 
𝑆 state 𝐴𝑠𝑠𝑒𝑡𝐼𝐷 unique identifier of the asset(land) 
𝑆′ state transition 𝑆𝐷𝑑𝑟𝑎𝑓𝑡  Draft version of the sale deed 
𝑡 transaction 𝑆𝐷𝑓𝑖𝑛𝑎𝑙 Final version of the sale deed 
𝑂𝑡  operation on transaction t 𝐴𝑆𝐷𝑓𝑖𝑛𝑎𝑙 Approved final sale deed 

𝑅𝑡 
the response of transaction 
t 𝐴𝑎𝑑ℎ𝑎𝑟𝑅𝑒  Aadhar number of registrar 

𝑆𝑒 Seller 𝑒𝑆𝑡𝑎𝑚𝑝𝐼𝐷 eStamp duty transaction ID 
𝐵𝑢 Buyer 𝑅𝑒𝑔𝑖𝑠𝑡𝑟𝑎𝑡𝑖𝑜𝑛𝐼𝐷 Registration fee ID 

𝑇𝑆 Timestamp 𝑆𝑡𝑎𝑡𝑢𝑠𝑅𝑒 Registrar's approval status of land 
registration to proceed further 

𝐾𝑒𝑦𝑝𝑢 Public key 𝑃𝑎𝑦𝑚𝑒𝑛𝑡𝐼𝐷 Final payment transaction ID from 
buyer to seller 

𝐾𝑒𝑦𝑝𝑟 Private key 𝐸𝑛𝑑𝑜𝑟𝑠𝑒𝑚𝑒𝑛𝑡𝐷𝑊 Endorsement of draft sale deed by 
document writer 

𝐷𝑊 Document Writer 𝐴𝑝𝑝𝑟𝑜𝑣𝑎𝑙𝑅𝑒𝐴 The approval status of land registration 
by Registrar A 

𝑅𝑒𝐴 Registrar A 𝐴𝑝𝑝𝑟𝑜𝑣𝑎𝑙𝑅𝑒𝐵  The approval status of land registration 
by Registrar B 𝑅𝑒𝐵 Registrar B 

 
Table 3. Details of transaction log in the land registration process using Blockchain Technology 

Action 
Name Details Transaction log Transaction 

No. 

Generation 
of Draft Sale 
Deed 

Step 3 - Draft version of sale deed 
generated – PDF file – consists of seller 
and buyer Aadhaar details, asset ID, 
timestamp if loan applied then TIN and 
GST of Bank included 

Seller Aadhaar details 
Buyer Aadhaar details 
Asset ID 
Timestamp 

1 

 
𝑆𝑡1 ← �𝐴𝑎𝑑ℎ𝑎𝑟𝑆𝑒,𝐵𝑢 ,   𝐴𝑠𝑠𝑒𝑡𝐼𝐷  ,𝑇𝑆�, 𝑂𝑡1 ←  [𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑖𝑜𝑛 𝑜𝑓 𝑑𝑟𝑎𝑓𝑡 𝑠𝑎𝑙𝑒 𝑑𝑒𝑒𝑑] 
𝑆𝑡1′ ←  �𝐴𝑎𝑑ℎ𝑎𝑟𝑆𝑒,𝐵𝑢 ,𝐴𝑠𝑠𝑒𝑡𝐼𝐷,𝑇𝑆𝑡1 ,𝑆𝐷𝑑𝑟𝑎𝑓𝑡�, 𝑅𝑡1 ← 𝐸𝐾𝑒𝑦𝑝𝑢(𝑆𝑡1′ ) 
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Checking of 
generated 
Draft Sale 
Deed 

Step 5 - Registrar checks the draft sale 
deed and communicates the status to 
seller and buyer to proceed further 

Registrar Aadhaar details 
Verification Status 
Timestamp 

2 

 
(𝑆𝑡2′ ,𝑅𝑡2) ← �𝐷𝐾𝑒𝑦𝑝𝑟(𝑅𝑡1),𝑂𝑡2�, 𝑂𝑡2 ← �𝐶ℎ𝑒𝑐𝑘𝑖𝑛𝑔 𝑜𝑓 𝑆𝐷𝑑𝑟𝑎𝑓𝑡� 
𝑆𝑡2′ ← [𝐴𝑠𝑠𝑒𝑡𝐼𝐷,𝐴𝑎𝑑ℎ𝑎𝑟𝑅𝑒 ,𝑆𝑡𝑎𝑡𝑢𝑠𝑅𝑒 ,𝑇𝑆𝑡2], 𝑅𝑡2 ← 𝐸𝐾𝑒𝑦𝑝𝑢(𝑆𝑡2′ ) 

Endorsement 

Step 6 - Authorised document writer 
endorses the final draft sale deed 

Document writer Aadhaar 
details 
Copy of endorsement 
letter and Timestamp 

3 

 
(𝑆𝑡3′ ,𝑅𝑡3) ← �𝐷𝐾𝑒𝑦𝑝𝑟(𝑅𝑡2),𝑂𝑡3�, 𝑂𝑡3 ← [𝐸𝑛𝑑𝑜𝑟𝑠𝑒𝑚𝑒𝑛𝑡] 
𝑆𝑡3′ ← [𝐴𝑠𝑠𝑒𝑡𝐼𝐷,𝐴𝑎𝑑ℎ𝑎𝑟𝐷𝑊 ,𝐸𝑛𝑑𝑜𝑟𝑠𝑒𝑚𝑒𝑛𝑡𝐷𝑊 ,𝑇𝑆𝑡3], 𝑅𝑡3 ← 𝐸𝐾𝑒𝑦𝑝𝑢(𝑆𝑡3′ ) 

Payment of 
Stamp duty 

Step 7 - Buyer initiates the payment of 
stamp duty - eStamp 

eStamp payment ID 
Registration ID 
Final payment ID 
Timestamp 

4 

 
(𝑆𝑡4′ ,𝑅𝑡4) ← �𝐷𝐾𝑒𝑦𝑝𝑟(𝑅𝑡3),𝑂𝑡4�, 𝑂𝑡4 ← [𝑃𝑎𝑦𝑚𝑒𝑛𝑡] 
𝑆𝑡4′ ← [𝐴𝑠𝑠𝑒𝑡𝐼𝐷,𝑒𝑆𝑡𝑎𝑚𝑝𝐼𝐷 ,𝑅𝑒𝑔𝑖𝑠𝑡𝑟𝑎𝑡𝑖𝑜𝑛𝐼𝐷 ,𝑃𝑎𝑦𝑚𝑒𝑛𝑡𝐼𝐷 ,𝑇𝑆𝑡4], 𝑅𝑡4 ← 𝐸𝐾𝑒𝑦𝑝𝑢(𝑆𝑡4′ ) 

Final Sale 
Deed 

Step 8 - Land Registration office 
generates the final version of Sale Deed 
– contains Endorsement Letter + Sale 
Deed + eStamp payment details 

Copy of Final Sale Deed 
Timestamp 5 

 
(𝑆𝑡5′ ,𝑅𝑡5) ← �𝐷𝐾𝑒𝑦𝑝𝑟(𝑅𝑡4),𝑂𝑡5�, 𝑂𝑡5 ← [𝐹𝑖𝑛𝑎𝑙 𝐷𝑒𝑒𝑑] 
𝑆𝑡5′ ← �𝐴𝑠𝑠𝑒𝑡𝐼𝐷,𝑆𝐷𝑓𝑖𝑛𝑎𝑙 ,𝑇𝑆𝑡5�, 𝑅𝑡5 ← 𝐸𝐾𝑒𝑦𝑝𝑢(𝑆𝑡5′ ) 

Initiation of 
Verification 

Step 9 - Final Sale deed is sent randomly 
to two Registrars for approval. 

Registrar-A Aadhaar 
details 
Registrar-B Aadhaar 
details 
Timestamp 

6 

 
(𝑆𝑡6′ ,𝑅𝑡6) ← �𝐷𝐾𝑒𝑦𝑝𝑟(𝑅𝑡5),𝑂𝑡6�, 𝑂𝑡6 ← [𝐹𝑖𝑛𝑎𝑙 𝐷𝑒𝑒𝑑] 
𝑆𝑡6′ ← �𝐴𝑠𝑠𝑒𝑡𝐼𝐷,𝑆𝐷𝑓𝑖𝑛𝑎𝑙 ,𝐴𝑎𝑑ℎ𝑎𝑟𝑅𝑒𝐴,𝑅𝑒𝐵𝑇𝑆𝑡6�, 𝑅𝑡6 ← 𝐸𝐾𝑒𝑦𝑝𝑢(𝑆𝑡6′ ) 

Verification 
Process 

Step 10 - Registrars check the sale deed 
for its legitimacy 

Registrar-A Aadhaar 
details, Approval Status 
and Timestamp 

7.1 

Registrar-B Aadhaar 
details, Approval Status 7.2 



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 14, NO. 9, September 2020                               3703 

and Timestamp 

 
(𝑆𝑡7.1

′ ,𝑅𝑡7.1) ← �𝐷𝐾𝑒𝑦𝑝𝑟(𝑅𝑡6),𝑂𝑡7.1�, 𝑂𝑡7.1 ← [𝐴𝑝𝑝𝑟𝑜𝑣𝑎𝑙 𝑏𝑦 𝑅𝑒𝑔𝑖𝑠𝑡𝑟𝑎𝑟 𝐴],  
𝑆𝑡7.1
′ ← �𝐴𝑠𝑠𝑒𝑡𝐼𝐷 ,𝐴𝑎𝑑ℎ𝑎𝑟𝑅𝐴 ,𝐴𝑝𝑝𝑟𝑜𝑣𝑎𝑙𝑅𝑒𝐴 ,𝑇𝑆𝑡7.1� 
𝑅𝑡7.1 ← 𝐸𝐾𝑒𝑦𝑝𝑢(𝑆𝑡7.1

′ ) 

(𝑆𝑡7.2
′ ,𝑅𝑡7.2) ← �𝐷𝐾𝑒𝑦𝑝𝑟(𝑅𝑡6),𝑂𝑡7.2�, 𝑂𝑡7.2 ← [𝐴𝑝𝑝𝑟𝑜𝑣𝑎𝑙 𝑏𝑦 𝑅𝑒𝑔𝑖𝑠𝑡𝑟𝑎𝑟 𝐵] 

𝑆𝑡7.2
′ ← �𝐴𝑠𝑠𝑒𝑡𝐼𝐷 ,𝐴𝑎𝑑ℎ𝑎𝑟𝑎𝑅𝑒𝐵,𝐴𝑝𝑝𝑟𝑜𝑣𝑎𝑙𝑅𝑒𝐵,𝑇𝑆𝑡7.2� 
𝑅𝑡7.2 ← 𝐸𝐾𝑒𝑦𝑝𝑢(𝑆𝑡7.2

′ ) 

Completion 

Step 11 - Final Approved sale deed 
issued to buyer or bank 

A final copy of Sale Deed 
and Timestamp 8 

 
(𝑆𝑡8′ ,𝑅𝑡8) ← �𝐷𝐾𝑒𝑦𝑝𝑟�𝑅𝑡7,1,𝑅𝑡7.2�,𝑂𝑡8�, 𝑂𝑡8 ← [𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑖𝑜𝑛 𝑜𝑓 𝐿𝑎𝑛𝑑 𝑅𝑒𝑔𝑖𝑠𝑡𝑟𝑎𝑡𝑖𝑜𝑛] 
𝑆𝑡8′ ← �𝐴𝑠𝑠𝑒𝑡𝐼𝐷,𝐴𝑆𝐷𝑓𝑖𝑛𝑎𝑙 ,𝑇𝑆𝑡8�, 𝑅𝑡8 ← 𝐸𝐾𝑒𝑦𝑝𝑢(𝑆𝑡8′ ) 

 
Fig. 5 shows a sample representation of blockchain-based land registration. The 

organisation setup consists of a peer node at each district registration office and orderer node 
for creating blocks and ordering the transactions in it. The land registration network has five 
components 

• Certificate Authority                                 is a peer who issues and manages certificate 
to other peers in the organisation. 

• Client  (Seller/Buyer) is the citizen who initiates the land registration process via a 
land registration portal. 

• Endorser                                        is the registrar who verifies and approves the land 
registration. 

• Orderer  is the service, holds responsibility for creating a block by ordering the  
transactions done in a day and broadcast it across the peers in the network. 

• Validator                                            is a peer validates the transactions in the block and 
add it to the ledger. 
 

Certificate Authority 

Registrar-A 

Registrar-A Registrar-B 

Registrar-B 
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Fig. 5. Blockchain-based Land Registration 

 
 Endorsement policy defines which peers in the network approve the transaction and as a 
result transaction gets added to the ledger. The existing land registration takes longer time in 
service delivery, and it has no rating mechanism for the government officials involved. The 
proposed Blockchain-based framework for land registration has a reputation system for 
government officials for timely delivery of approving or rejecting the land registration process. 
If the government official made some malpractice in approving the land registration, it is easy 
to trace back the activity where it went wrong and can identify the officials. 

The network for the land registration using blockchain technology consists of district 
registration offices and Orderer. Each district registration office has certificate authority node, 
two registrars' nodes, namely Registrar A and Registrar B. The registrar node maintains an 
individual ledger where it stores a chain of blocks with a list of transactions. The job of the 
Orderer is to order the transactions and create a new block of these transactions. It also 
broadcasts the block to all peers for confirmation. The Orderer is the main component in the 
network as it acts as a hub for distributing blocks to all peers. If the Orderer has a node, there 
will be a single point of failure. So, the Orderer has n number of nodes for fault tolerance. 
Moreover, a node in Orderer interconnected among other nodes in it to reach distributed 
consensus in creating a new block of ordered transactions. 

Algorithm 1[seller], 2 [buyer] and 3 [transfer] describe the sequence of steps to be 
followed by seller and buyer in transferring the asset. 

 
Algorithm 1: Seller(sellerID) Algorithm 2: Buyer(buyerID) 
if new_seller then 
   seller signs up 
else 
   sellerLoginSuccess = login(sellerID) 
   if sellerLoginSuccess then 
    sends a request to the buyer for a specific asset 
    if buyer_accepts then 
      send a payment request to the buyer 
      if paymentSuccess then 
          TransferAsset(sellerID,buyerID,assetID) 
      end if 

if new_buyer then 
   buyer signs up 
else 
   buyerLoginSuccess = login(buyerID) 
   if buyerLoginSuccess then 
     accepts request to buy specific asset to buy 
     receive payment request from seller 
     if paymentSuccess then 
       TransferAsset(sellerID,buyerID,assetID) 
     end if 
   end if 
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    end if 
   end if 
end if 
 

end if 

Algorithm 3: TransferAsset(sellerID, buyerID, assetID) 
sends a transfer request to the corresponding registrar 
registrar verifies seller and buyer details and their digital signatures 
if verificationSuccess then 
   automatic invocation of smart contract deployed in the Blockchain 
   orderer creates a block for transfer asset transaction 
   orderer sends committing request to committers 
   if blockApprovedFromCommitters then 
      orderer broadcast committed block to other nodes 
      each node add committed block to the Blockchain 
   end if 
end if 

4. Evaluation and Results 
Implementation is done using Hyperledger Fabric consisting of four peers and used 
Hyperledger Caliper, blockchain benchmark tool to evaluate the performance of our proposed 
Blockchain-based land registration system. Hyperledger Caliper enables users to test 
blockchain solutions with predefined use cases and get performance indicators such as 
Success rate, throughput, latency (minimum, maximum, average, percentile) and Resource 
consumption (CPU, Memory, Network IO). Table 4 gives the details of the parameter used for 
evaluation.  
 

Table 4. Parameters for evaluation in Hyperledger Caliper  
Transaction Type  #Transactions  Block Size  Arrival Rates  

Insert  1000  10  30-120 tps  
Query  1000  10  4-12 tps  

4.1 Evaluation Metrics 
Average latency:- Transaction latency is defined as, time taken by a transaction to get added in 
Blockchain.  
Throughput:- Rate at which the valid transactions committed into the Blockchain. 
Execution Time:- Time taken to commit all the transactions in the Blockchain. 

4.2 Results 
Transactions done in the blockchain network is classified under two categories, i) Insert 
transaction and ii) Query transaction.  

In the Hyperledger Caliper tool, transactions are committed to the blockchain network in 
batch, and there exists an optimal throughput for every blockchain network. If the arrival rate 
of the transactions lesser than the optimal throughput, each transaction waits less time in the 
network to get it confirmed, thereby decreasing the latency time. In the same way, if the arrival 
rate of the transactions higher than the optimal throughput, each transaction stays a long time 
in the network queue and so increase in latency time. Experiments were conducted on two 
categories of transactions to understand the impact of arrival rate on optimal throughput of the 
blockchain network.    
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Experiment for insert transaction: For Insert transactions, we kept a number of transactions 
to 1000, with a block size of 10 and arrival rate from 30 to 120 transactions per second(tps).  
Fig. 6 shows the impact of arrival rate on evaluation metrics for insert transaction. We have 
observed that the latency decreases until the arrival rate of transactions reaches the optimal 
throughput(70 tps). After that, the latency tends to increase. Moreover, execution time 
decreases till optimal throughput but increases beyond it. 

 

 
 

Fig. 6. Impact of arrival rate on evaluation metrics for insert transaction 
 

Experiment for query transaction: In query transactions, each transaction does the search 
operation in CouchDB and have a higher number of operations when compared to insert 
transaction. For query transactions, we kept # no of ledger transactions to 1000, with a block 
size of 10 and arrival rate from 4 to 12 transactions per sections(tps). Fig. 7 shows the impact 
of arrival rate on evaluation metrics for insert transaction and observed that the optimal 
throughput for query transactions is 8 tps. It is shallow when compared to the optimal 
throughput(70 tps) for insert transactions as the query transaction takes time to search entire 
ledger. 

 

 
 

Fig. 7. Impact of arrival rate on evaluation metrics for query transaction 
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5. Findings and Discussion 
The 2011 UN report says that Weak Governance led to corruption in land occupancy and 
administration in more than 61 countries. Corruption ranges from small scale bribes to the 
abuse of government power at all levels from national, state to local. The protection of digital 
resources is also the trouble for both government and citizens. As of now, the government uses 
a shared server to record data about citizens. The main problem is if the server hacked by an 
attacker, it will result in leakage of valuable data. In this case, the citizen is not aware of this 
leakage, so it adds some responsibility to the government to derive a mechanism for protection 
of citizen's data. The software that the government uses may provide some backdoor for 
attackers to conduct attack without being discovered. Blockchain technology offers a smart 
solution to this security issue. 

The Blockchain technology has the potential to make up for lack of sufficient formal 
institutions such as rules, laws, regulations, and their enforcement. The main advantage of 
using blockchain technology in e-Governance is that it makes of an immutable distributed 
ledger storage model when compared to traditional databases, and it protects the data from 
possible frauds. The state government holds responsibility for keeping accurate and valid data 
about individuals, assets, and activities associated with it in the chain of blocks. The current 
block is linked with the previous block by hash value and makes the ledger the safest and most 
convenient medium to store and transfer data. Recording stored information about citizens, 
assets, etc. as a block in Blockchain ensures that it's almost difficult to modify the same block 
later. Hence, it is possible to accept data from such distributed ledger as trusted, as long as the 
data in it is reliable. 

The smart contract is another significant benefit of Blockchain technology. Several 
mechanisms and methods of communication between state and citizens can be achieved by it 
as the distributed ledger holds only legally valid information. The code in the smart contract 
does not allow unauthorised modification and secure its execution at any point when specific 
conditions met. Moreover, the distributed ledger is public; thereby, it guarantees transparency 
and available for anyone's view. If a malicious user in the blockchain network wants to attack 
the distributed ledger, other users in the network will deny it. Besides, the Blockchain 
maintains every activity of the user. If someone tries to mutate a transaction in a block, it 
results in a change in the Merkle tree, which deviates the current block hash. An important 
consideration while transiting from the current platform to Blockchain lies in incorporating 
data about the citizen in the ledger. Utmost care should be taken while granting access rights as 
blockchain technology provides access control rights to nodes, users and smart contracts in the 
network. 

5.1 Comparison with a similar system 
Vinay Thakur et al. [43], explored the need for blockchain technology for safekeeping of land 
records in India. Authors also illustrated their work as a system, build using blockchain 
technology for implementing tamper-proof and authentic rights of ownership for land titling in 
India. A detailed discussion and comparison of the work proposed by Vinay Thakur et al. and 
by us detailed in the forthcoming paragraph, the difference between the two is former uses 
blockchain technology for land titling, while later uses for land registration. Besides, the paper 
[43] explains the only theoretical concept and lacks in experimental proofs. 

Once the buyer and seller accept for land registration, the smart contract invokes 
automatically, and the draft sale deed is approved by the registrar to do further steps. The 
completed transaction appended to the ledger. In contrast, in the system design mentioned by 
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the Vinay Thakur et al., the transactions are appended after the consensus achieved with all the 
nodes. The nodes include buyer, bank, court, tehsil, sub-registrar office, survey. The bank 
shall use the ledger for the loan verification process but involving in the network for the 
consensus process makes the system design more complex. Every time, when a new block gets 
added to the ledger, the consensus mechanism instantiated involving with other nodes 
available in the network. The significant question that arises here is how could be the nodes 
that are not involved in the transaction, contributed arriving at a consensus. In our proposed 
work, two registrars are randomly chosen for approval, whereas in [43], a registrar involves in 
the verification process. The benefit of using two registrars for verification process reduces the 
opportunity for fraudulent transactions. 

5.2 Comparison with other Governance platforms 
 We took performance aspects such as Transparency, Data Correctness, Corruption, Error 
Traceability, and Mutability to evaluate the performance of our proposed work with other 
Governance platforms [44]. Table 5 highlights the findings and compares with different 
modes of Governance, i.e., i) manual work in Government, ii) e-Governance and iii) 
e-Governance adopting Blockchain Technology. In today's world, governments main issue is 
how to eradicate corruption, by using e-Governance with BT, the job is done with some little 
effort when compared to e-Governance. Error Traceability is easy while adopting 
e-Governance with BT, and it is difficult in other modes. Findings highlighted in Table 5 
shows positive signs while adopting e-Governance with BT. 
 

Table 5. Performance comparison of manual work in Government, e-Governance and e-Governance 
with BT 

Performance Aspect  Manual e-Governance e-Governance with BT 
Transparency  Low Moderate High 
Data Correctness  Low Moderate High 
Corruption  Yes Yes No 
Error Traceability  Difficult To some extent Easy 
Mutability  Yes Yes No 

6. Conclusion 
An emerging technology Blockchain has laid its foundation not only in digital currencies but 
also in various industries nowadays. This paper aimed to propose a blockchain framework for 
effective e-Governance in Land registration department to combat corruption and for valuable 
usage of designated funds in that department. Blockchain technology improves the delivery of 
public services offered by the government. The distributed ledger employs as an official ledger 
that records relevant data about the department and their interaction with its citizen. All 
governance-related data are added in the block with time stamp and once added to the 
Blockchain; it is immutable. Moreover, it provides a secure communication channel between 
the government and citizens. The application of blockchain technology in e-Governance gives 
the safest environment for data storage and processing. It brings transparency of information 
and does not encourage corrupt practices as every activity on the data is recorded in public 
distributed ledger. Hence, the auditing of data stored in the Blockchain is a simple and easy 
task. The other key advantages are notable reduction in bureaucracy, eliminates paperwork, 
reduces service delivery time and transactional costs, control on officials, thereby fight off 
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corruption. Overall, the blockchain technology will increase the trust of citizens in their 
government.  
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